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Departmentand employeesire developing and implementing cuttieglge science and expert

management techniqueotmake this possible We seek to increase our ability to meet this mission

more effectively and efficiently by transparently engaging the public in our decision making.

The Department has assembledrassfunctional teamto developour Open Government Plarin
addition to meeing all of the requirements of th@®pen Government Directiyveur Han seeks to:

e Create better relationships betwedhe Departmentandthe public;

e Enablebetter understandng of public needor services and more responsivssto these
needs and

e Increase the rate of innovation by leveraging public knowlemitg participation.

| recognize that this is just one step toward making the Federal Government and plaetident more

transparent, participatory, and collaborative. We look forward to implementing our Plan and working

with our partners in other agencies to enhance delivery of service to the American people. We are

committed to improving the exchange of arfmation between the Federal Government and the public

inorderto betterLINR G SOG ! YSNAOF Q& yI (dz2NF f NB&2dzNOS& FyR KS
communities, and supply the energy to power our future.

Sincerely,
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Version History

Date Version Description of Changes
No.
04/07/2010| 1.0 Initial plan released

06/25/2010| 1.1 Edits include:

e Figure 2 Updated Screenshot of Open Government Dashbo

e Insert Figure 3 Version 1.1 Self Assessment

e Section4.1.! RRSR FRRAGAZ2Y I Ay T2
compliance with Data.gov, Recovery.Gov, USASpending.Ga
OMB IT Dashboard

e Section 4.1.%, Updated number of DOI datasets available on
Data.Gov

e Section 4.1.%, Provided additional information on staffing
structure of Office of Congressional and Legislaiffairs

e Created new section 4.1Qommunicating to the Public on
Significant Actions and Business of DOI

e Section 4.1.2, Added information on DOI Office of
Collaborative Action and Dispute Resolution

e Section4.1.3! RRSR AY T2 NXI (A 2 Qutddofs
Initiative

e Section 4.1.% Added additional information on public

involvement in rulemaking process for DOI

Section 4.2; Added information on NARA/DOI FOIA pilot

Created new section 4.4.1 Citizen Engagement

Created new section 4.4.2 Partnerships

Section 4.7.%, Updated Flagship Initiative Timeline

Provided progress updates to sections: 4.4.2,4.5.2, and 4.6

Updated Tables in Appendix C, Appendix D, Appendix E

Approval of revisions:

Version 1.1 W’)ﬂ/\

Andrew ]aékson,ﬁputy Assistant Secretary — Technology,
Information and Business Services

SeniorAgency Official for Open Government
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1 INTRODUCTION

The U.S. Department of the Interior DOINB 0 SOGa ! YSNAOF Q& y I (dzNI £ NB A2 dz
cultures and tribal communities, and supplies the energy to poweffuture. With ninebureausand

five Offices, it has one of the most diverse stakeholder bases in the Federal Government. The variety of
missions coupled with the vast geographic expanse combines to present unigue challenges.

Citizen engagement has longdrea hallmark of DOI and relationships between communities and our
field offices are central to our succed30I has a long history of collaboration with partner Agencies,
state and local governments, nfitr-profit organizations, and educational institutions. DOI cares about
the interests and concerns of its stakeholders and tries to consider their interedtseanpectives in
carrying out theDepartmenQ &  @g-anFatSiRes conflicting missions.

¢tKS t NBAARSYy(GQa aSY2NlyRdzy 2y hLISYy D2@SNYyYSyid Aa
viewpoint of citizen engagement and participation. The Open Govent Directive served as a catalyst

F2NJ SELI yaAz2y Ay 5hLQ& 2 LW reGurathSriys dedeibpiopurFas 2 NI & @
an opportunity to develop a foundation for sustained growth of participation, collaboration, and

transparency ando clearly demonstrate mopen governmenvision, but is flexible enough to meet the
AYRAGARdZ f byfdusand the2p@opl® diosest & our stakeholders in the field.

CKSNBET2NBEZ 5hLQa hLISYy D2@SNYYSyld t diohtappliopeny i SYRSR
government effortehroughout the organization This plan not only meets the requirements stated in

the Open Government Directive, but also goes beyond this to include several leading pr@aiees

Appendix C for mapping)

To ensuranstitutionalization and lasting sustainability of open governmaniicipleswithin DOI, this

plan is purposely designed to be a living documgatirequently updated framework that provides

direction throughout theDepartment Some components of thisgm are prescriptive and require
AYYSRAFGS FOlA2y ® | 26 SPSNE niPtaSis fscused?oNpraviding2 ¥ 5h L Q&
guidance on various ways to incorporate open governnpginiciplesinto current and futurepriorities

and initiatives The agié nature of this plan requires constant incorporation of feedback and is intended

to beupdated as frequently as each quarter

DOl intentionally involved each of tieireausin the development of this plan, thus encouraging their

use of this plan for thie open government efforts. To initiate open government culture change,

outreach to executives within thieureausbegan upon inception of the DOI Open Government Core

Team, with executive briefings already taken place at the Bureau of Land Manageme@ebl&yical

Survey, and the National Parks Servieaddition, prior to publication, this Open Government Plan has

0SSy ONASTSR (2 SESOdziAgSa 2y 5hLQ& alyl3asSySyid Ly
surname process.

5hLQ& I LILINE e@rientiszncoppbdfied thd@ghout this plan, to ensure that each section

reinforces the intention to use this plan as a foundation to grow open governpramtiplesthroughout

the U.S. Department of the Interior.

Department of the Interior Pages of 59 DOI Open Government Plan
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2 FORMULATING THEOIOPENGOVERNMENPLAN

5 h LORen Government Plan is the roadmap thascribeshow the Departmentmayincorporate the
LINRYOALX S& 2F G(GKS t NSBAARSYy(iQa WFyda NB HMI HAndI a
into the core mission objectives tfe Department TheplanNBS Ff SOt a GKS Ay Ldzi 2F 5h
legal, and technology leadership, the general public, and gpeernment experts.

Consistent with the deadlines set forthtime Open Government Directive, thisap will be published
2yt Ay S Obeh GévarmeRdtIWebpagewww.doi.gov/openin an open format that enables the
public to download, analyze, and visualize any information and ddteeiRlan All requirements
detailed in the Open Government Directive are comgal within this plan, with a mapping of these
requirements to plan sections provided in AppenBlix

The open government princigeof transparency, participation, and collaboratene found throughout

the Planincluding5 h L Qa & (d&@laprSeateBgih@ngdvith the inherent value of developing this

plan, followed by the methodology behirlde Plan and finishing with culture change and risks
F2a20AFGSR 6AGK (KA A QdieTehrfiooksametlbdicalaphgifch toDevedopingy Y Sy
the DepatmentQa h LISy D2@iSNYyYSyd t

2.1 OPEN GOVERNMENT VEIRROPOSITION ANDYKEERFORMANCE
INDICATORS

Aprimary32 1 f Ay 5hLQa thiLySyA @D 20S NI/YWSNEIF &S G KS 5SLI NI YS
mission more effectively and efficiently by transparently engaging stakeholders in decision making, as

Understanding & Leveraged Public
Responsiveness Knowledge
* Increased understanding * Increasing the rate of
of stakeholders’ demand innovation by leveraging
for services public knowledge

* Improved responsiveness
to stakeholder needs
Yy

- /' ~
Relationships ‘ ’ Cost Avoidance &
« Improved relationships Mission Benefits

between Government and - A
stakeholders * Encourage opment o

Open Government
. P that od
: Open St st avidaree
Government and mission benefits
7 )
Value
Proposition

Level of participation in open
government focused initiatives (# of
participants and # of )

Number of d ilable on Amount of reduction of FOIA
Data.Gov backlog

Key Indicators

Figurel: DOI's Open Government Value Proposition
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depicted inFigure 1
This value proposition includes:

o (reating better relationships between Gennment and stakeholders

e B/FLOfAY3 5hL (G2 dzyRSNRAGFYR aiGl(1SK2ft RSNAQ RSY!I yI
responsive to their needs

¢ Increasing the rate of innovation by leveraging public knowledge

e Encouraginghe development of Open Government Programs that can produce significant cost
avoidance and mission benefits

Some key indicatorsr performancemeasuref open government progresaclude:

e Numberof DOI datasets available on Data.Gov

¢ Reductionof FOlAbacklay;, and

e Levelof participation in open government focused initiativéise numberof participantsand
the number of comments).

'Y FTRRAGAZ2YLFE AYRAOLF G2 N 2 Dpeb Gdveriment DaBhBostBatwas A a (K S
createdto assess the state of open governmeatross all Federd@igencies The first version of the

Dashboard trackdepartmentalprogress on the delivables set out in the Directive and is a key
O2YLRYSyild 27F YSI &dzNR y @penigivBrnniels #idft? WIe Dasthb&ardzasT 5 h L Q&
accessible online dtttp://www.whitehouse.gov/open/around

Figure 2below is a snapshot of th@pen Government Dashboards a®ssed orJune 222010.
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Open Gov't Plan ‘
KEY: &

B weets Expectations 5 '-'T? i

I Progress Toward Expectations H g g 5 H

g p dg ﬁ I §SF

| | Fails to Meet Expectations ggg 8 Ggé'! E’E §g'§
s eFT88a§
brc -ﬁﬁﬁ/é’fﬁmé
Agency Tor International Development OO000O000000
Department of Agriculture .‘.‘.‘.‘.‘.‘.‘.‘.‘.
Department of Energy .‘.‘.‘.‘.‘.‘.‘.‘.‘.
Departmen of Education 000000000
Department of Commerce .‘.‘.‘.‘.‘.‘.‘.‘.‘.
Department of Defense .‘.‘.‘.‘.‘.‘.‘.‘.‘.
Department of Health and Human Senvices .‘.‘.‘.‘.‘.‘.‘.‘.‘.
Department of Homeland Security .‘.‘.‘.‘.‘.‘.‘.‘.‘.
Department of Housing and Urban Develapment .‘.‘.‘.‘.‘.‘.‘.‘.‘.
Department of the Interior OO000O000000
Department of Justice .‘.‘.‘.‘.‘.‘.‘.‘.‘.
Departmnt of Labor 000000000
Department of State OO0OO0O00000
Depariment of Transpartation OOOO0O000000
Department of the Treasury .‘.‘.‘.‘.‘.‘.‘.‘.‘.
Nanarmant of Vatarane Mfsire o o o o [ o o

Figure2: Screenshot of White House Open
Government Dashboard (June 22, 2010)

Overall Plan

In addition, as requested by OMB, with each
new version of the Open Government Plan,
DOI will continue to update our self
assessment to assist in the scoring and rating
2F LXlFyad ¢KS FTAIdz2NE o6Sft 2
FormuPIIa:;ngthe Transparency Participation Collaboration Il;l;:;ﬂstr::l;; self assessment fdhis version ‘(/ersion ]_‘|_)
of the plan. This information is also available

. . . . . e S
|

http://www.doi.gov/open/Open

GovernmeniPlanSelfEvaluation.cfm

DOlwill continue to refne performance
measures to align with the DOI Strategic Plan
as open goveament and the DOI Strategic
Plan mature.

ies

Federaland Non-Federal
Government Agencies
Public
Links to Existing Collaboration
Efforts
Innovative Methods to Increase
Collaboration

Non-profit and Private Entiti

Figure3: Version 1.1 Self Assessment
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2.2 METHODOLOGY

5 h LOQen Government Platevelopment procesollows a strategic methodologyesigned to

incorporate and institutionalizd KS ! RYAYAAGNI (A 2y QtianspardnaySR 3I2+fa 27F
participation, andcollaborationbetween the Federabovernment and citizensThis plan is a

framework to follow for future DOdpen government efforts

DORA& h LISy D 2eth&iddoyddes beyand simple compliance with the requirements issued in
the OMB Open Government Directive from December 8, 2@@6iterative approachhas been adopted
that looks holistically at the current technology, policy, and cultural environments ddépartment
DOW@lanmayalignopen gvernment initiatives with strategic objectives, mitigate the risks associated
with transparency, and improveerformance by embracing the use of emerging communications
technologies to increase citizen involvement

AttheO2 NB 2F 5hL Q& lethd8oogyiszh® Gealoly & Befartraentwide cross
functional core teantomprised oBubject matter exped. Participation from relevant Bureau and
officeemployees ensures h L Q& h LISy D2 ¢oS\pwahanSivé and utifizesyanyagplicable
existing technology, processes, policies, and procedures. By actively seeking and encouraging
participation from eah Bureau, DOI is ensuring alignment between strategic objectives and open
government initiatives, as well &srthering citizenparticipation in the Bureawbepartmentmission(s).

Iterative nature of thisplan:5 h L Q& h LISy D2 @S NY Y Segdiiptite idcymenk, But y 2 4 | &
instead a living document to be regularly updated as elements of transparency, collaboration, and

participation are expanded throughout tH2epartment This agile plamayconstantly incorporate

feedback and is intended to be upigd as frequently as each quarter. As a permanentdpénh

government leadership and governance structure is established this documayntontinue its

evolution.

Open Government alignment with strategic objective&: h L Q&4 h LISy D2 @SNJe¥tbey i t f |y
5SLI NIYSydQa adNIFdS3A0 20 DEpartmentabdBurentlebdemdribintheé KS Ay @
planning process. By having executive leadership on the core team, strategic goals and objectives can

be communicated and incorporated throughout the lifecycle of open government initiatives.

Transparency risk mitigation5 h L Qa tetd®eht PR seeks to prevent any unintended
conseqguences of transparency in a variety of wdyata Quality and Releasability standards represent
one way the Departmennayseek tonot only facilitate the release of data to the public, but to also
mitigate any potential risks .

Citizen involvement:Contributions from the public are also represented throughout the planning
process. fie DOICitizen Engagement Totihe DOIOpen Government email addressd social media
capabilities serve as a means apeession for citizens

Department of the Interior Page8 of 59 DOI Open Government Plan
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2.2.1 DOI Open Government Framework

Open governmentepresents a shift in the waederalAgencies conduct business and engage with the
public. DOlhas adopted a comprehensive lifecycle management approach to help plan and implement
the business process transfoations required to achieve the opemygernment initiatives DOR @pen
Governmentramework, shown below, includes the program lifecycle phases, crucial areas of

assessment, and the key players involved in the planning armigrg of5 h Logeaé gvernment
efforts.

AssesstUnderstand the current state

Plan:Determine direction and tie strategies to
outcomes

Implement: Make change
Measure:Monitor changes in performance metrics

Improve: Iterate onthe Planand approaches to
improve performance

LEGEND
Implement OCIO0Office of theChief HR:HumanResources
Information Officer SOL.:Office of the Solicito
Measure PMB: Office of Policy PA: Public Affairs
Management and Budget
Improve

Figure4: DOI'SOpen Government Framework
Understanding and Addressing Critical Technology, Policy, and Cultural Issues

DOR & nhGal@rnment Framework includes @ngprehensive management process spanritmg

entire programmatic lifecycle from the initial assessment alahping phases to performance
measuement and processes improvement.

Additionally, the framework includesethods for identifying, understanding, and addressib® &
technology, policy, and culturasues in relation to specifipengovernment initiaties:

Key technology areas of focusecurity, infrastructure, toolgnterprisearchitecture, and
current open gvernment pilots and programs

Key policy areas of focustrategic planning, performance, legal, internal direes, acquisition,
and privacyand

Key culture areas of focugmployee readiness, communication channels, stakeholders, and
existingand emergingoublic collaboration vehicles

T OF
e
&

P \\\!f,”g;
ﬁ' Department of the Interior Page9 of 59

DOI Open Government Plan




%
G
£ £

2
39
4

UENT OF

DO

OPEN GOVERNMENT

un,

<
-
€
<
§
£
o

Co, iy

Figure5Y 5hLQa hLISYy D2@SNYYSyid CNIYSs2N]
Breakdown of Key Technology, Policy a@dltural Areas of Focus & Key Players

DOlrecognizes that open gvernmentis about more than tools and technolaglpOR @pen

GovernmentPlaisY Sty (G2 06S AyOfdzAAGS 2F GKS hLISekib®2 GSNY Y
enough to ensure succeasd mitigate risks throughout the program lifecyblecarefully considering

factors withintechnology, policy, mission, and culturet relate to eaclopengovernment initiative

2.2.2 Key Players

DOR&a h LISy D 2a@&wiikpoddésiguidance on invohg the appropriate peopln
developingopengovernment initiatives The grey ringn Figure5 indicates key employee groups that
have expertise in specific technology, policy, and cultural areas of.focus

In order to tap into knowledge within thBepartmentand ensure mitigation alownstream challenges,
DOlcreated an interdisciplinanDepartmentwide leadershi@nd planning team to helachieve its
opengovernment goals. DOI is utilizing the Office of the Chief Information Of@iO)Chief
Financial OfficefCFO)Office ofthe Solicitor(SOL)Office of Communicatio®CO)bureaupersonnel,
Project Managers for key mission areas, and oegrartment staff as subject matter experti
addition to leveraging existing governanze I NR & > -rarlyd_g0ai for by gdvement is to
institutionalize the fundamental philosophy of citizen engagement. Thus, communication and
engagementmaybe sought throughout the DOI federal workforag well agssociated volunteers and
partners.

Department of the Interior Pagel0of 59 DOI Open Government Plan
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2.2.3 Solicitation of Public Comment

As statedrn the introduction,DOI provigd opportunities for public commentn plan approach and
suggested contentiaa citizenengagementool and the DOI Open Government email address
throughout the development of the D@Ipen Government Plaio ensure maximum citizen
collaborationin formation.

e Citizen Engagement Taol

o Allows public to submit ideas for inclusion in plan, vote and comment on ideas, flag ideas as
off-topic, share ideas with friends via email or social media channels, andddes/that
have been incorporated

o Launch date early February; all comments submitted through early Magchaonsidered
in development othe Plan and

o Many of the comments submitted viur citizen engagement toaliscussed ideas for
increasingthetrf & LI NSy Oé 2F &aLISOAFAO 5hL LINRPINIYasZ N
Plan as a wholeThese commenthave beercategorized and delivered to the appropriate
program managers andureau management.

e DOI Open Government Email Address:
o Citizenswnere also provided with the opportunity temail feedbacko DOI at

Open@ios.doi.gavrThis inboxvasmonitored bythe Office of Communications and routed
to the appropriate Assistant Secretary and will continue tcalvailable for public comment.

DOR @pen Government kthodology is focused, comprehensigealableand flexible Following this
framework allovg DOIto identify the key transformation planning steps, analyze and address relevant
technology, policy, andultural elements, incorporate public feedback, and getalperopriatepeople
involved inopengovernment efforts from the very beginnirghelping to create a plan thanables a
changeto the wayDOlinteracts with citizens

2.3 CULTURE CHANGE

While the oncept of open government is not new to D@l adoption ofthe Open Government Plan

requires a culture change within the Department. The organizatiagneed to broaden its philosophy

so that it incorporates additional transparency and openness with the public, solicits more of the

LJdzof A0OQ&d FSSRoOoIFO1=Z FYR AYyONBI&aSa O02fftFo02NXGA2Yy &A
fundamentally held tigtly internal to DOI should be shared freely (except certain sensitive materials).

To facilitate this culture change, the DQpen Government Plancorporates two primary tools, a
dedicated leadership and governance structure and a communications fifamaetionable and
measureable results. Each of theg# contribute to moving the organization to a more open
environment where transparency, participation, and collaboration are a part of everyday operations.

Department of the Interior Pagell of 59 DOI Open Government Plan
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2.3.1 Leadership and Governance

Open government at DOI is
currently guided by an interim
governance structure, Financial
i Open Transparency

composed of a core team who is

AL . _ N L A Government
NBalLl2yaAoftsS F2NI RS Web Site and
Open Government Plan. Collaboration
Permanent leadership and

overnance must be established

g . in lead hi d Management and DOl 0pen
to maintain leadership an o Government
supportof open government. Policy Review Core Team

Flagship
Initiative

The goal of the permanent
leadership and governance
structure is to institutionalize Performance Open
GKS LINAYOALX Sa 27 5h L Government Plan
Government Plan. ripower isarean
employeedo better
gommunicat’e with the public anc! focus our Figure6: DOI Open Government Core Team Areas of Focus
STF¥F2Nua 2y egKFHuoQa,AyY T T T T : )
thushelp enable mission performancéBy making open government an integrated part of daily DOI
activities, this initiative may become the regular way of dgdirusiness and may result in lotegm

benefits. The key players identified in the previous section will facilitate this change. The DOI has
reached out to employesand the public in its effort to foster the principles of open government. Cross
sectiors of employees from differeriureausand Offices within the department have formed a core
working group have worked on this effors depicted in Figure 5, the Core Team was divided into
several key areadn addition to this, the internal SharePoindlliaboration site utilized by the Core

Team was made available to all DOl employees.

-, -

The timeline shown in Figure 6 shows the weekly meeting scheduleadivérdbles for the Core Team.

The Core Team, formed in early 2010 provides guidance and sustgynatibpen government to the
Department. They have provided access and introduction to stakeholders and subject matter experts
during the planning phase. Involvement from such working groups is one way the department hopes to
cultivate change.

Department of the Interior Pagel2 of 59 DOI Open Government Plan
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Major
Flagship Themes
Initiative Posted to
and Website
Strategic for Internal Outlines Final
Open Gov and and Agency Open Gov
Sub-Team Website Actions External Content First Draft Updated Final Review/ Plan
Formation Launch Identified Comment Due Due Drafts Due Review Surname  Published

Identify Identify Incorporate CreateFirst Consolidate Consolidate Consolidate
Flagship Major Externaland Draftof and and and
Opportunities Themes and Internal Respective Incorporate Incorporate Incorporate
Identify Content for Feedback Section Edits Edits Edits
Strategic Each Theme Discuss

Open Ongoing

Gm{ernn}ent Maintenance/

Actions (i.e. Governance

Acquisition

Strategy,

FOIA Triggers)

Identify

Existing Tools
Fgure 7. Core Team Meeting Schedule and Deliverables

The process initiated for th®@pen Governmenlandoes not stop at the publishing die plan- DOI

intends to treat its Open Government Plan as a living document and review it on a quarterly basis for
currency, update, and incorporation of leading practices. Such a quarterly review will encourage the
working group and the department to continuke process initiated bthe Plan As part of the
institutionalization of transparency, collaboration, and participation throughout DOI, the working group
YIe 0SS NBaLRyaAotS F2NIYFIAYOGlIAyAy3a FyR dzLRIFGAyY 3
the Plans an upto-date living document that contains all new and revised initiatives that promote open
government principles throughout thBepartment

Additional steps for institutionalizing open government are elaborated later in the document plan, and
are highlighted here as follows:

1. Strengthening existing communicatichannels especially the ones connected to social media.

2. Leverage public feedback through citizen engagement tools.

3. Promoting external and internal collaboration in the departmenngsiitizen engagement tools
such as the DOI public website, and the DOI intranet.

4. ldentifying pockets of brilliance and the vastay of expertise within the &artment by
providing incentives such as prizes and awards.
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5. Raising the awareness o&fa.govas a tool for transparency, and releasing datasets of value to
the public.

6. Encouraging proactive release of information anticipated by the public, thereby reducing future
FOIA workload.

2.3.2 Communications Plan

As a part of the open government plannipgpcess, DOI developed a cprehensive communications

plan(See Appendix & ¢ KS LJzN1J32 &S 2F 5hLQa hLISYy D2@SNYyYSyid
overall framework for managing and coordinating communications that take place as part©ptre

Govenment Plarand facilitate thenecessangulture change.

The Open Government Communications Plan helps achieve proactive and targeted delivery of messages,
and engagement of key stakeholders at the right time, in the right manner, with the right message. |

also provideghe Core Teamvith key messages, strategies, and tactics to communicate consistent
messages aboupen government aDOl to target audiences t&eep them informed obpen
governmentactivities throughout the fiscal yeaiThe planis aroadmap for enhancin@epartmentwide
awareness, education, understandirand buyin of open governmentvhile facilitating adherence to
requirements policy andegulations, law, or treaty

The Open Government Communications Plan:

e Serves as a framework fall open government communication activitiasross DOI

e Assists with the carefully planned implementation of the open government communications
strategy,

e Educates stakeholders about their roles in implementimgPlanand open government at
large

e Stimdates engagement and planning to ensure the optimal use of limited resguands

e Provides performance measures for gauging success of internal education and outreach efforts

The Open Government Communications Plantended to bea living document thiaguides the

Department in developing and implementing communications initiatives and products to provide

a0l 1SK2ft RSNBR gAGK I OOdzNI GS FyR GAYSE&@ AYyTF2NXYIGAZY
implementation plan includes a suite of optionsdeopportunities that can be further refined and

modified base on strategic, staffing and resource consideratiohsaddition,the Plancontains a

section on goals, objectives and metrics for measuring sucéesa.result, the Open Government
Communications Plais a significant catalyst for facilitating culture change at DOI.

2.4 RISKS

DOImayutilize a Risk Assessment Framework outlined and further describ#dteibata Quality Plafor
Federal Spendingg h Uriegrated Risk Managementdmework,an existing integrated risk
management frameworkassesssrisk throughout all programandcan be used foOpen Government
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5 S LJnfisEion Srgad &ahd outcome goals, Strategic Plan, and

The integrated risk management framework is designed to improve consistency and comparability of
eachbdzNS lo#Z &atiBiea The framework is intended to be flexible and scalal8eme of the

anticipated benefits include:

e Leveragng existing reviews,
inspections, evaluations, and
investigations to receive formal
acknowledgement of strong data
spending internal control practices

¢ Conveying knowledge and sharing bes
practices

e Following a structured, disciplined
approach and detadld guidance for
conducting risk assessments

e Gaining a comprehensive
understanding of inherent risks in
spending activities in place to
address/mitigate these risksind

e Leveraging existing capabilities,
processes, and proven technology
solution to meet needed risk
assessment roles

y Department of the Interior

Cross-Walk Integrated Risk Management Framework
Tlustration

DOI Mission Area Resource
Use: Generate Hydropower
in an Environmentally
Responsible & Cost-Efficient
Manner

DOI Business Area- Energy

i

DOI Core Business Function-
Hydro-Power Supply
Management (Internal
Control Component)

/= Integration Points for internal control activities and risk assessment to support DOI mission objectives and goals

Pagel5 of 59
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3 ALIGNMENT WITH THFOISTRATEGIBLAN ANOCOREMISSION

AREAS

DOl is committedo  OKA S@Ay 3 t NB & A R Syoie open anditar3@aredd gosicknghght ¥ 2 NJ |
and is engaging a broad spectrum of the public and employees to develop its Open Govddament

l'a GKS aidSsFNR 2F ! YSNA Oltieedespgrisibilitightlcdrry olBta BisEibldd Sa X 5 h
with openness ath accountability to the American people, and bases its decisions on the best science
available andvith public input.

3.1 OVERVIEW OF DOI STRGIC GOALS AND OOWMES

5hL LINRGSOGa FyR YIylI3Sa (GKS bl A2y Qa yificandzNl t NBA
other information about those resources; and honors its trust responsibilities or special commitments to
American Indians, Alaska Natives, and affiliated Island Communities. The DOI Strategic Plan is currently
under review and revision in consations with thebureaus pursuant to provisions for th&overnment

Performance and Results Act of 199e Department will continue to operate under its current

Strategic Plan for FY 20Q012 (available atittp://www.doi.gov/ppp/Strategic%20PIlan%20F¥07
12/strat_plan_fy2007 2012.pdntil a revised plan is released.

32 {9/ w9¢! w, &S twLhwL¢CL

DOl intends to achieve the vision of open government while pursuingidsties. Opening government

0KNRdZAAK yS¢g YSRAI G(G22faz {SONBGINE {FEFTFN KF&a €1
(http://www.doi.govd +F YR | ySg YSRAIF adNlGS3eo 'S KF&a | LLkRA
F2NJ 5hLY RANBOGSR I NBRSaAAIY YR NBAGNHZOGdzZNRAYy3A 27

as well as the creation of new tools for DOI employees and the pgoldiemmunicate directly with him.

¢tKS F2tt26Ay3 INB GKS LINA2NRAGASA YR O2YYAlGYSyia
open government vision:

1. Achieving greater energy independence and promoting the development of clean alternative
energysources

t NPGSOGAY3T ! YSNAOIFI Qa 3INBFG 2dziR22NA

Addressing the issue of global climate change

aSSiAy3 5hLQa O2YYAGYSyida G2. ! YSNAOIY LYRALFYA
Addressing critical water issues

Creating opportunities for youth in the outdoors

Insuring theintegrity of science in support of Interior's decision making

No ook~ wd
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Ly LlzZNBdZA G 2F GKS { SONBGIGFNRBQa LINA2NAGASEAX || O2ftftS
have been established to track elements of progress through a database to be avbjlabMB
referred to as the Federal Performance Parféhese goals include:

Tablel: DOI High Priority Performance Goals

e Renewable Energy Developmenincrease approved capacity for production of renewable (s¢
wind, and geothermal) energy resources on Department of the Interior managed lands,
ensuring full environmental review, by at least 9,000 megawatts through 2011.

e Water Conservation Enhable capability to increase available water supply for agricultt
municipal, industrial, and environmental uses in thestern United States by 35100 acrefeet
(estimated amount) by 201% K N2 dzZ3 K ( KS 0 dzNSatedzorégranis? syich S\l
reuse and reasling (Title XVI) and WaterSmé&tants.

e Safe Indian CommunitieAchieve significant deiction in criminal offenses of at least five perce
within 24 months on targeted tribal reservations by implementing a comprehensive strategy
invohing community policing, tactical deployment, and critical interagency and intergovernme
partnerships.

e Climate ChangeBy 2012, the Department will idénA ¥& GKS | NBlF & | yR
that are most vulnerable to climate changand begin implmenting comprehensive climat
change adaptation strategies in these areas.

e Youth StewardshipBy 2012increase by 50 percent (from 2009 levels) the employment of you
between the ages of 185 in the conservation mission of tf¥epartment.
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4 HEMENTS ABPENGOVERNMENT A3OI

The principles of open government are not new to DOI. DOI abdriéaushave a long tradition of

public engagement and interactianboth virtually through online tools and also face to face. DOI

currently supports the kegrinciplesof the Open Government Directive through multiple efforts within

the bureausand itsoffices This plan serves as a framework for strengthening an already robust

capability for transparency, participation, and collaboration through a renewed focus on openness and
SELX 2N} GA2Yy 2F ySg (22t a0 ' & 5hL Qaofahdpafency,2 ISNY Y S
collaboration, and participation are institutionalized, further expansion of our open government culture

will adopt even more advancements

4.1 EXISTINGOIOPEN GOVERNMEBRHKFFORTS

DOI has many existing initiatives that can be classifiedfags to increase the openness of the

Departmentb ¢KSaS STFT2NIla RSY2yadNIGS 5hLQa F2dzyRIGAZ2
and participation within thédepartment Current participation efforts at DOI are intermingled with
existingtrangJ- NSy O& FyR O2ftft 02N dA2y AYyAlGAlFIGABSa®d Ly |
contributions to Data.Gov are being produced concurrently with the development of this plan.

4.1.1 Compliance with Transparency Initiatives

DOl is proud of the work and leBoNBE KA LI S KIF @S LINRPGARSR (2 Fff 27F ¢t
AYAGALF GABSar AyOfdzZRAYy3AY 51 il oD2@3> wSO20SNEROD2FIT |

Data.Gov

The DOI Chief Enterprise Architect serves as the Program Director for Data.Gov, providing leadership
and coordinating the 10 modules within the prograbata.gov was developed by the Federal CIO
Council as an interagency Federal initiatiehecrossgovernmentteam movedwith unprecedented

speed tolauncha fully functional implementation dbata.gov irtwo months As an important priority

of the open gvernmentinitiative for President Obama's administration, Data.gov increases the ability
of the publt to find,understand,and use datasets that avnedby the Federal ®/ernment. DOI has
provided a large number of datasets to Data.Gov covering a wide range of {Dip&ecB Ol datasets are
located at:
http://www.data.gov/catalog/raw/category/O/agency/7/filter//type//sort//page/l/count/100#data. All
major bureaushave contributed datasets andeacommitted to the principles of information sharing.

DOI continues to encourage Bureau patrticipation and looks forward to making more data available for
public use.
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Table2 ¢5 h LDAta.Gov Published Datasets of March 25, 209

Count Raw Toolset Geodata

1,135 186 6 943

Progress to dateDOI has greatlycreased the number of datasets available for public
download on Data.Gov as reflected in Table 3.

Table3 - DOI's Data.Gov Published Datasets as of J2Re2010

Count Raw Toolset Geodata

103,755 190 7 103,558

As of June 22, 201@0I has the" largest amount of datasets available oatB.Gov. In
response to public feedback, some recent additiordude:

e FourBureau of Ocean Energy Management, Regulation and Enforcementd@@&sts dealing
with Oil and Gas Production Statistigge(v the datasets on Data.Gpv

e A UnitedStates Geological Survey (USGS) tool calledaRlpnet. This website allows users to
create and download custom image maps of planets and satellites from a variety of missions in
an easy to use web interfageiew the tool on Data.Ggv

e Over 103,000 Geospatial datasetge(v the datasets on Data.Gpv

Recovery.Gov

The £.990billion in funding allocated for the

5SLI NIYSyd 2F G4KS LydSNRz2
economic recovery plan could create as many as 100,0(
jobs and stimulate business activity in communities acrc
America. Under the Ameian Recovery and Reinvestmen
Act of 2009ARRA)Interior is making an investment in
O2yaSNIBAY 3 ! YSNA @lbu@stunning Y S
natural landscapes, our monuments to liberty, the icons
of our culture and heritage while helping working
families andheir communities prosper again.

DOLRecovery Investments by Bureau
ecta ‘more about how

Figure9: Screenshot of DOl Recovesjte (Jun
15, 2010)
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The President has made a commitment to transparency and accountability to the American people for
GKAA Ay@SadyYSyid I'yR {SONBiOGINE 2F GKS LYGSNAR2NI YSY
efforts adhere to thos guiding principles. He has established a Recovery Act Task Force that includes

the leadership of Interior bureaus to determine which proposed projects should be funded. Among the

Y 22N ONRAGSNALF F2N) aSt SOGAy3a LINBdSOnisdionhdeds; | RRNB & a
generating the largest number of jobs in the shortest period of time; and creating lasting value for the
American public.

In addition, he DOIOffice of the Inspector GenerdI[G created the Recovery Oversight Office (ROO)
to ensure accountability of funds receiveg DOI under the ARRA.

C2NJ Y2NB AYTFT2NXI GA2Yy 2 ¥itpBrechverddoivg 2PSNE Ay@SaaySyl
USASpendlngGOV .i-mmm R e e e e

In accordance with th&ederal Funding Accountability and BATROBA e
Transparency Act (FFATBDIreports its spending data for dlrect ﬁ

awards through the Federal Procurement Data System (FPDS)

the Federal Assistance Awards Data SystefA[FS). Data is !
submitted to USASpending.gov on behalf of DOI, and most oth
Federal agencies, by the FPDS system margher General i
Services Administrationt K S 5 S LI USASH&hgling. Gav o
data submissions are compiled, reviewadd monitored for ‘"-
guality via a number of data processing and control activities. -

Figurel0: Screen shot of
USASpeding.Gov (June 15, 2010)

Office of Management and Budget IT Dashboard ITossmmoaso=

5hLQa&d hTFAOS 2ich OfficerOCIO WokkS ™ ..
with the Bureauso ensurethat the5 S LI NJi rdaoy/ {
investmentsare posted and updated monthly on the IT
Federal Dashboard.
(http://it.usaspending.gov/?g=content/dastdard).

DOI had @imely submission of the DOI 2011 IT Budget
with associated Exhibit 53 and Exhibit 300s. DOI's
approximately $1 billion IT portfolio includes over 300
investments, of which 46 amategorized amajor

investments. Figurell: Screen shot of IT Dashboard
Website (June 15, 2010)

Records Management Bgram

5hLQa wSO2NR&a& alyl3SYSyd tNRBANIXY F2ff2a GKS NBIJj dz
and other statutes requiring all Federal agencies to create records that document their activities, to file

records for safe storage and efficientnieval, and to dispose of records according to agency schedules
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which have been approved by the National Archives and Records Administration (NARA)OI

Records Management Program focuses primarily on records created, received, and used by DOI while
conducting official business he secondary focus is the media in which the record exists (paper,
audiovisual, cartographic, and electronic medik)is the Department's policy to properly identify
recordkeeping requirements and to effectively and ééfitly manage needed records throughout their

life cycle (creation, use and maintenance, and disposition).

Through better identification and scheduling of systems that contain electronic records, DOI can provide
more information to the public through datsets. This availability of information provides transparency

to Government processedP Ol submitted 509 records schedules to NARA at the end of FYZA39.
achievement exceeded h Lgérafiof scheduling 467 systems.

Through better management of ele@onic records, the associated costs of labor and resource support
are reduced For example, neBureau of Ocean Energy Management, Regulation and Enforcement
(BOB records schedules reduce the number of records schedules from the hundreds toEigght.

O2yvaz2ftARIGSR

LILINE I OK A &

NBS ¥ S NAN®EdRctian 8f schelules & . A 3 . dz

provides better management of records and informatidhe records retention savings, results in a

yearly savings of $71K.

In approximately the last two yes, the U.S. Geological Survey (USGS) has moved 2,000 records boxes
from employee office space to Federal Records Centers, saving over $73K in yearly office space costs in
two years through improved records schedules and records operations.

5hlLQa R&ad Ndpansibilities include:

¢ Developing an overall records management strategy producing the policy, procedures, and
guidance necesary to implement that program

e Cooperating with NAR&nd other authoritative bodiesand

¢ Developing policies and guidee on the application of technology to records management in

GAOUK GKS bliA2yl f {ddResor& C2dzy Rl (A 2

O2YLX Al yOS
Management (OIRM)

e Coordinating the program within the Department's bureaus and offices and with interested
outside parties suchs NARA
e Developing records scheduling strategies that support the efficient storagmtien and

retrieval of records

¢ Representing the Departemt in interagency records management grougsd
e Assisting records programs across the Department adlvice and technical expertise

5hLQa wSO2NRaA

al yI 38vyS8Syi

¢ which has information related to the following:

t N2 Thivhal/ Wwwhdai.gdw/Scin/edifds/ SR 2 Y

e Listing of all DOI bureau and office Records Officers, including their name, phone number, and

Internet address

Department of the Interior
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P ‘ ’r‘ %*ﬂoﬁce of the

CHIEF INFORMATION OFFICER

e Listing of DOI records management
Departmental Manual, records
management Bulletins, and records
management pamphlets f’,,':;m;@ PR s

e Federal records management authorities :ﬂT

e References and guidance for PErfOrMiNg  [sowmin o ot s o i 00
records management tasks s

» Privacy Protection * 2bout DOLRMP
e Web resources from DOI, othEederal [ Progams ; bes the DO Records Management Progra.
H . . > Enterprise Architecture * What's New?
agencies, and records organizations > E Aahenicaton e oo concaring e o s e ki, s,
H H . IS T copital Plamning procedures, and major initiatives underway.
e Basic information that every employee o i S s
2 v N . =

should know about records management | = i s s ot s
policy and guidance to OS employees abol =r=/cr™e - poies o gisane

. g spege . > Government Paperwork
their responsibilities for managing :

electronic mail records

The Federal Records Act (44 U.S.C. 31) and other statutes require all federal agendes to

= Provides 2 listing of DOI records management Departmental Manuals, records management

Flgure12 DOI's Records Management Websit

Screenshot

FOIA Program

The DOFreedom of Information AcHOIA website
(http://www.doi.gov/foia) contains avealth of
AYVF2NXYIGA2Y | o2dzi GKS IS Wl a ek NP N Y

Search

for both the public and DOI employees. Highlightgs coenronaces:  freedom of tnformation Act program

> What's New

Freedom of Information
Act Program (FOIA)

. . L The Freedom of Information Act (FOIA) gives you the right to access any Department
include: > Electronic Reading ROOM ¢ yhe Interior (DOI) records unless the information in those records is protected by
> Electronic Request Form one or more of the nine exemptions (reasons an agency may withhold records from a
> Guide for Obminng _ reauester) and there is a sound legal basis to withhold them.

Information

° G u Ide for OtHI n | ng I nformatlorthat > Frequently Requested  Our responsibilty is to provide you with copies of the docments you are entitied to

Documents receive under the law. We want to work with you to achieve that goal. If you are
. . - secking general information about DOI or one of its bureaus or offices, you may wish
xplains where and how the public can | o conteets :
e to visit DOI's home page or contact the Office of Communications/Public Affairs for the
> DOI FOIA Service appropriate bureau. The information you are seeking may be available already in one
make FO |A req uests for DOI recqrds Centers/Liaisons of DOI's reading rooms or via the Internet. If it is not, you will need to submit a

> DOI FOIA Improvement written FOIA request to DOL
Pla 392,
lid N andyGuidemte lftmlnf%anz‘mm seeking is not available online, you will need to submit a

A A~ = A I

e 5hLQa 9f SOUNRtHak O w SH=
. f[———————————— written FOIA request to the FOIA Contact at the bureau/office where you believe the
includes freqenﬂy requested FOIA > FOIA Fees records are maintained (see http://www.doi.qovsfoia/contacts.htmi). You may also

3 Reference Materials ask the FOIA Contacts what information you can obtain without submitting a FOIA
dOCU ments > DOI Bureaus/Offices Home  request or where such information may be located.

Pages
You may also contact the FOIA Requester Center and the FOIA Lisison for information

° Electronic request form that allows the | P Pvacy Program . jarding the status of your request.

> Records Management

program

public to make FOIA requests online [ bottoms  tommae o oo mmnns
e FOIA Contactand DOI FOIA Service ) )
Centers/Liaisonfom whom the public can Figure 13:DOI's FOIA Website Screenshot
obtainguidance onrefiningrequessto facilitate prompt and complete rejgs andnformation
of interest to the public that can bebtained withoutmaking a FOIA request
e DOI FOIA regulationand
e 5hLQa ChL! 1 IyR0o221 6aidlyRINR 2LISNIGAY3 LINROSR
procedures for responding to requests

The websitecontairs all ofthe FOlfelements2 ¥ (G KS 5SLI NI YSy d Qa@anthellSy D2 @S NJ
W 0 2 dzli gt Ritgy/whdb.ddi$ov/foia/aboutus.htmlincluding

z

1. ARSAONRLIIA2Y 2F 5hLQa &l FFAyYy3IAS 2NHElIYyATFGA2Y L€
responding to FOIA requests
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OF LI OAGe (2

Fyrtei sz 0O2:

timely mannerand proposedimprovementsthat are needed to strengtheb h Lre3@onse

2. AY FaaSaavySyid 2F 5hLQa
processes
3.
4. Copies of FOIA Annual Reports
5hLQa

10.

Receive request

Process Request

« Log FOIA request

« Create case files

« Scope request

« Estimate fees

« Generate initial
responses

Process records
* Make redactions

« Calculate fees

BacklogTotals:5 h L Q&
O2y GUNROGdzG S (2

« Apply exemption codes

Approve release
of records

* Review redacted
records

* Generate responses

« Approve release

Milestones that detail how D@hayreduce itsFOlAbacklog byat least ten percent each year

C h geherallyflBvis $hahigh level FOIA proces$other Agenciesas depicted iffFigure

Retrieve records

« Search for responsive
records

* Request records

* Review responsive
records

Release records

Figurel4: High level FOIA ProcgBom GAO
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current backlog, as well as efforts underway to reduce the backlegdiscussed further on the
Qitp L/ WwWwalS. gow/ faiala®outhisshén. Figure9 provides DOI FOIA

5SLI NIYSyidQa
ol O1t23 adlda

AYF2NXYIEGA2Y NBIFNRAY3I 5hLQa
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1
0IG — 0.30%
41
0s — 235%
1]
BIA —_I 17%
FWS ——| -15%
SoL 1 __‘ -13% % Percentage change in request backlog
BLM — 2% B Number of Backlogged Requests at End of FY 2009
4]
NPS l 0% Number of Backlogged Requests at End of FY 2008
BOR b 67%
MMS h 0%
OoSM -33%
USGS H 0%
0 50 100 150 200 250

300

Figurel5: DOI FOIA Backlog Statistics

Privacy Program

TheDOI Privacy program is administered by a
Departmental level Privacy Officer asupported by
three Privacy Act Specialists. This Office issues policy &
guidance on Privacy for tHeureaus works to ensure
compliance with privacy laws, promotes training and
awareness, and fulfills privacy reporting requirements.
Additionally, each &eau has a Privacy Officer with
subject matter expertise that carries out privamjated
functions within the respective Bureau.

Departmental Privacy Act regulations available at

http://www.doi.gov/foia/43cfrsub.htmlprovide guidance
for individuals on how to seek information on themselve:
that may be maintained within a Privacy Act system of
records by the Department

PMB|

Office of the
ORMATION OFFICER (i the Web)

A

CHIEF I

Soarch| @

> PMB Home
» OCIO Home

> About the €10
> Overview

» strategic Plan

> Privacy Protaction

* privacy Policy Contacts
* Guidalines and Refersnces

* E:Goy At Privacy Requirements
* Intzanet sita for 0O Emplayass (Private)

Figure 16: DOI Privacy Program Websit:
Screenshot

The PrivacyProgram information on the Internet is availablehétp://www.doi.gov//ocio/privacy/. This

site includes such information as:
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¢ Privacy Policy Contacts

¢ Guidelines and References

¢ Privacy Impact Assessments

e Public Privacy Impact Assessments

e Privacy Act Notices

e EGov Act PrivacRequirements

Congressional Requests for Information

5hLQa hFTFFAOS 27F /[ zyaNJ“i‘ g - ' T r Ao v
. . . ; fr—— . Office of Congressional and Legislative Affairs

AffairscommunicateDepartmental policies and sy 88" U 5. Department of the Interior

the viewpoints of the Secretary regarding e

Congressional issue3he office plans, develops |; =

> Congressional Information

4

ADS

The Director
The Director of Congressional and Legislative Affairs discharges the duties of the Secretary with the
~ PN PN - - , Testimony and other authority and direct responsibiliy for programs associated with legislative and congressional liaisor,
I. y' R A Y' LJf S Y S y u a 5 h L Q a ‘( Legislative Information activities. He senves as the Department's principal liaison with Congressional Committees and )
3 Recoss Sehodule indhidual Members of Congress, and as the Department's congressional and legislative lisison withh
the White House. He communicates the policies of the Department and the viewpoints of the

H 1F1 H ] S ding C | . and d ] he Di
strategies, notifies congressional offices of > samorseny ey e oo o st coirah, ot
preparation of the Department's legislative programs. and its presentation to the Office of
I nterlor |n |t|at|ves and mon |t0 rS the Status Of Accessibility ‘Msn?gtemamtsr'm Bu?(g:t. and magﬂtams a gzne'rﬁs\ oversight role in relation to congressional and
) Privacy Policy
- - - . Freedom of Information Act The Dgputy Directors
legislative proposalsTestimonies and other
The Deputy Directors assist in the day-to-day liaison activities with Congressional Committees and
I . I . . f . II individual Members of Congress. They communicate with individual Members of Congress and their
ffe di d pol ffe h f the d
egislative Information, as well as contact R e Ty o s s g S o o oo et s
. . . . . olafiairs@ios.doi.gov and the Department which is necessary for the maintenance of close and harmonious relationships
InfOfmatlon for thls Offlce are avallable On the and which fully reflect the Secretary's policies and viewpoints.
)

The Legislative Counsel

Office of Congressional and Legislative Affairs
websitehttp://www. doi.gov/ocl/index.html
Information on the website includes a staff
directory, links to Congressional Information, testimony and other legislative information, and a general
contact email address.

Figure 17: DOI's Office of Congressional and
Legislative Affairs Website Screenshot

As listed on the Office of Congressional and Legislafifiadrs website, the Office consists of a Director,
two Deputy Directors, one Legislative Council, as well as one Assistant Legislative Council. Their job
responsibilities are as follows:

e The Director The Director of Congressional and Legislative Affiischarges the duties of the
Secretary with the authority and direct responsibility for programs associated with legislative
and congressional liaison activities. He serves as the Department's principal liaison with
Congressional Committees and individiembers of Congress, and as the Department's
congressional and legislative liaison with the White House. He communicates the policies of the
Department and the viewpoints of the Secretary regarding Congressional issues, and programs
and matters of interesto the Department as requested by Members of Congress. In addition,
he supervises the coordination, unification, and preparation of the Department's legislative
programs, and its presentation to the Office of Management and Budget, and maintains a
generaloversight role in relation to congressional and legislative activities of the various
bureaus and offices.
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e The Deputy DirectorsThe Deputy Directors assist in the dayday liaison activities with
Congressional Committees and individual Members of @ssg They communicate with
individual Members of Congress and their staffs on administrative and policy matters affecting
the entire scope of the programs and activities of the Department. They support and facilitate
an effective interchange of informatmobetween Congress and the Department which is
necessary for the maintenance of close and harmonious relationships, and which fully reflect
the Secretary's policies and viewpoints.

e The Legislative Counsélhe Legislative Counsel is responsiblecfearance of materials within
the Department and through the Office of Management and Budget. The Legislative Counsel
reviews legislative documents prepared by Departmental bureaus and offices, and monitors the
preparation of coordinated reports. Also, heordinates Departmental representation at
Congressional hearings and ensures the presentation of testimony and reports to Congress. He
is responsible for establishing and maintaining contacts on legislative matters with the Congress
and with other Federadgencies.

GCommunications withthe Appropriations Committees and budgetary matters are coordinated by the
Policy, Management, and Budge©Officeof Budget

Declassification Program

DOI does not have the authority to classify or declagsifyrmation;therefore, a specific
declassification program does not exist. Howeviee,€10 is@sponsible for establishing policy and
procedures for the protection of national security classified and sensitive information processed in
automated systems, including all forms of hard, soft, and transmission mediaOJld@s also
responsible for coatinating withbureau/Office Security Officers regarding classified national security
and othersensitive controlled unclassified information (CUI) matters, as appropriate.

4.1.2 Communicating to the Public on Significant Actions anasBiess of DOI

The Office oCommunicationgOCO)the Office of External Affairs, and the Office of Intergovernmental

Affairs work closely to provide information to the public, media, stakeholder groups and state and local
governments.Similarly, the offices thdtall under the Adstant Secretary, Policy, Management, and

BudgetLt & | 1S@ NRfS Ay O2YYdzyAOFGAy3 GKS { SONBUI NEB
other means.

Office of Communicatiog This office provides leadership, expertise, counsel, and coordinatiaheor
development of communications strategies vital to the overall formulation, awareness and acceptance
of mission programs and policies. The various means of communications adopted by this office are as
follows:
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e Maintain and constantly improve énDOI (2225
website http://www.doi.gov), the
Department of the Interior Recovery
website fittp://recovery.doi.goy and the
5SLI NIYSyitQa 2FFAO
media websites like Facebk, Flickr,
YouTube, and Twitter.

e Assist media by responding to their
inquiries and provide other information
they may requie or find useful.The :
principlevehicles used for dissemination

Ken Salazar

wall  Info Photos Boxes YouTubeBox MNotes

of news are internet, telephone, press s
releases, and audivisualmessages. Sy of e i
e Develop and implement media and public  Figure 18: Secretary Salazar Official Facebook Pa
information projects for widespread public (March 25, 2010)
dissemination of policy and program
information.

e Travel (By the Secretary aBaputy Secretary) to key locations affected by DOI policies to hold
town hall meetings with stakeholders and the public to seek input and explain key DOI policy
initiatives.

e Prepare, edit, and issue news releases on Departmental policies agchprassues; develop
speech texts, reports, briefing materials, articles and similar materials for the Secretary; develop
publications and audio and visual materials as it determines necessary in order for the
Department to be responsive to a broad randggpablic inquiries.

e Plan and coordinate press briefings and news conferences for the Secretary and the Secretariat;
inform officials of fresh media activity on issues; and publish special internal communications to
supervisory and policy leveffizials. Secretary Salazar, Deputy Secretary Hayes and all Assistant
{ SONBGIFNERQA YR . dzNBlFdz 5ANBOG2NAR NB3Idz F NI & 3INI
tribal news outlets.

In addition DOlhas taken great strides to improve the infortitam made available online to the public.
5hLQa $6S0aAlGS KFa dzyRSNEH2YS | GNIyaFTF2NXYIdAz2zy Ay
0SGGSNI SELX FAY (KS { SONB G I NEForanenhdsrd of tNaiplibicSviio | y R A
cannot atend, town hallmeetingsare broadcasted on DOI.gov.

a
y O
Office of External AffairsThis office communicates with and engages outside stakeholder groups on
important policy decisions at DOI

Office of Intergovernmental AffairsThis office works closely with state and local governments including
I320SNYy2NRa 2FFA0Saz adrdsS tS3aratlddNBaz YIe2NaAzX O
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GKS 5SLINIYSYld 2F GKS LyGdSNA2NDA te fedthazkNhtheseSa | YR LI
policies from a local perspective.

Office of Collaborative Action and Dispute Resolutidrhe Office of Collaborative Action and Dispute
ResolutionCADRprovides DOI employees knowledge, skillsd processes to engage interested
impacted stakeholders in collaborative problesolving, consenstsuilding and conflict resolutn. The
CADR office and Senianuisel for CADR assist and advise on planning and implementing appropriate
public participation processes including the wéex wide range of techniques and technology tools for
sharing information, consultingnd collaboratingThe CADR office is also workingtdlish an updated
policy on expanding and improving the use of public participation, collaboration and Altermitipute
Resolution processder the Department.

Policy, Management, and BudgetOffice of the BudgetThis office is the portal for all information for

the House and Senate Appropriations Committees and all budget informdticaddition, the Secretary

and the Department utilize the budget as a primary communication tool for his vision and policees.

2011 Budget in Briefutlines the funding and legislative agenda that is included in the 2011 budget for
DOLLG A& I @FAtrotS 2y GKS . dzZRISG hFFAOSQaE 2S50aArids
http://www.doi.gov/budget/2011/11Hilites/toc.html

DOl StrategicPlan ¢ KS 5hL { UGN} G§S3IA0 tfly O2YYdzyAOlI GSa GKS
five year plan that is updated every three years. There is a link on the DOI website for budget and
performance information thaprovides direct access to the strategic plan and the Annual Performance

Report http://www.doi.gov/bpp/.)

Future changes in communications as partagen government:

¢ DOlwill continueto make policy information aviable to the press and stakeholders in a timely
fashion via press releases, outreach and tdwat meetings.

e Additional upgrades to DOI.gov are planned to respond to citizen and stakeholder requests for
information. Improvements include the addition afore interactive maps and gespecific
information thatmay help the public

e DOl is currently in the process of investing in live streaming technologynidngdllow us to
provide the public with live streams of DOI press conferences, public meetinggtearcevents
in real time via DOI.gov on a regular ba&ish Lgéxbis to make this a regular part®th L Q a
communications efforts in the next six months.

¢ DOImaycontinue to investigate new avenues for providing content to the public via social
media wédsites. It isplanning a series of blogger roundtables with senior leadership and
interested bloggers in an effort to reach new audiences and reporters outside the main stream
media

Information Quality

As a component of transparency, maintaining infatimn quality is a core effort at DOI. As such, DOI
issued and implemented guidelines to ensure and maximize the quality, objectivity, utility, and integrity
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of information disseminated by its offices ahdreaus per the February 2002 OMB guidelines
(http://www.whitehouse.gov/omb/assets/omb/fedreg/reproducible2.pjifthat all Federafgencies
issue and implement Information Quality Guidelines.

In response to a December 200MB Memorandum M)5-03
(http://www.whitehouse.gov/omb/assets/omb/memoranda/fy2005/m@83.pd)) relating to
Information Quality, DOI Offices abdreauscreated Web sites to@ommodate the requirements to
implement and document a system for peer review of scientific information

In order to ensure the accuracy and integrity of its published scientific information, DOI follows a robust
peer review process where the informatiemdergoes internal peer review and is subject to public
scrutiny. DOI, its officeshureaus and the National Invasive Species Council, maintain the highest
standards possible for published information to ensure integrity and transparency.

4.1.3 Existing DOI @laboration Efforts

DOl is comprised of approximately 70,000 employees focused on delivering services in support of one of

the most diverse sets of missions in the Federal Governmeri€.S Y I 22 NAG& 2F 5hLQa SY
citizen facing and provide direcitizen support.Nowhere is this more readily observable than in the

National Park Servicélechnology provides yet another way to engage with the pufliee National

Park Service Web presence is a remarkable tool in extending the reach of the Neadn&ervice and
ANBlFGte FILrOAtAGIGAYT |1 O0Saa G2 AYTF2NXIGA2Y | 62 dzi
resources.The information and services provided by the National Park Service provide a wealth of

information that enhances Park visitexperiences.

The National Park Service Web site routinely scores at the top of government Web sites in terms of
customer satisfactionSignificant work has been performed to improve the site across the entire virtual
National Park Service landscape/ering over 400 NPS units.

¢CKS YI22NARGE 2F 5hlLQa 2y Lastydar, NPS tedeivdd indrtyan 76aillion2 b t {
visits to its websites, with more than 500 million page views during those visits. The web sites received

more than 57 million visits during the month of February 2010, with an average of 204,642.82 visits per

day.

Additional DOI collaboration efforts include:

I YSNA O Q& DNBF{G hdziR22NA

hy TLINKRE mMcX HnmnX tNBaARSYy(d hol Yl Stapgdmdttand KSR (K
support innovative communitievel efforts to conserve outdoor spaces and to reconnect Americans to

the outdoors.In the memorandum establishing this initiativiettp://www.whitehouse.gov/the-press
office/presidentiaimemorandumamericasgreat-outdoors), the Presidentalls on the Secretaries of the

Interior and of Agriculture, the Administrator of the Environmental Protection Agency (EPA), and the

Chair of the Council on Environmental Quality (CEQ) to lead the Initiative, in coordinatichevit

Departments of Defense, Commerce, Housing and Urban Development, Health and Human Services,
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Labor, Transportation, Education, and the Office of Management and Budget. The Initiative will support
a 21st century conservation agenda that builds on sases in communities across the country, and will
start a national dialogue about conservation that supports the efforts of private citizens and local
communities.

As part of this initiative, we are hosting listening sessions around the country torbeardnchers,
farmers and forest landowners, sportsmen and women, state and local government leaders, tribal
leaders, publidands experts, conservationists, recreationists, youth leaders, business representatives,
heritage preservationists, and otherslearn about some of the smart, creative ways communities are
conserving outdoor spaces and helping Americans to go out and enjoy thgoming sessions include:

e Annapolis, Maryland: June 25
e  Charleston, South Carolina: June 28
e  Seattle, Washington: July 1

e Los Angeles, California: July 8

In conjunction with this initiative, DOI launchdd America's Great Outdoors website
(http://www.doi.gov/americasgreatoutdoorg/ The website contains a number of opportunities for the
public to participate in this effort, including information on upcoming listening sessions across the
country, the opportunity for citizens to share a story about a place they Eweresources and
opportunities to get outdoors and reconnectn addition, the site provides a link to an ideation site
(http://ideas.usda.gov/agol/ideas.nsfivhere citizens are encouraged to share their ideas on the
following topics:

¢ Challenges What obstacles exist to achieve your goals for conservation, recreation, or
reconnecting people to the outdoors?

e What Works- Please share your thoughts and ideas on effective strategies for conservation,
recreation and reconneing people to the outdoors.

¢ Federal Government RoldHow can the federal government be a more effective partner in
helping to achieve conservation, recreation or reconnecting people to the outdoors?

e Tools- What additional tools and resources would nglour efforts be even more successful?

¢ Reconnect with the Great Outdoor$Vhat are your ideas for helping Americans get outdoors
YR NBO2yySOiG ¢6A0GK (GKS ylFriAz2yQa tFyRXZ g (dSNE

¢ Private Lands Conservatiehlow can the Unitd States better support the voluntary efforts of
farmers, ranchers, and private landowners to conserve their land, water, and wildlife?

e Public Lands ConservatieliVhich open spaces, watersheds, historic or cultural sites, wildlife
habitat, or other publi lands are most important to you, and what can be done at the local,
state, or federal level to improve their management?

Since the establishment of thdeationsite, 259 ideas have been submitted, 11,691 votes have been
cast and 978 comments have begosted.
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ePlanning and PEPC

DOlcurrently uses ePlannin@reauof Land management (BLMandPlanning, Environment, and
Public CommentREPE(National ParksService (NP$)o publish to and receive comments from the
public on proposed management Béderal lands BLM and NPS developed these tdalpartto help
process the suggestions they receive from the public on proposed land use plase systems
enhance thebureausability to interact with the public by making this functionality availatnethe
Internet, thereby thereby, removiig the burdenof having to visit an office or send comments via
regular mail Reproduction costs are also reduced by making plans available online.

Regulations.Gov

DOl has a long tradition of public involvement sritlemaking processncluding the use of negotiated
rulemaking processes to allow parties who will be significantly affected by a rule to engage in the
development of the rule. The DOI Office of Collaborative Action and Dispute Resolution is available to
assist and advise on when to use a negotiated rulemaking process or other public participation process
options and how to plan, set up and manage the proc&I has collaboratively consolidated previous
DOl specific solutions for this into participatimnthe governmemwide Regulations.Gov

(http:// www.regulations.goyto promote access to responses for proposed rules.

Recreation.Gov

The Department of the Interior isgarticipating partner and was
integral in the development of Recreation.gov
(http://www.recreation.goy). Recreation.gov provides a single
point of access to information about Federatural resource
relatedrecreaional activities andillows the public to make
reservations onlinelt provides a comprehensive source of
information about thousands of Federal recreation opportunities =
from across the country from many different agencies in a
convenient central locationinformation about recreation
opportunities on Federal landsn be sorted by location,
sponsoring agency or area of recreation interest.

w 2010 WHITE HOUSE EASTER EGG ROLL.

Fiig‘ure 19: Recreation.Gov Screensh

Volunteer.GovGov

DOl is the leading partner for Volunteer.@@wv (http://www.volunteer.gov/goy). The
Volunteer.Gov/Gov Wedite is managed bROlfor natural resource agencies to provide a central point
wherecitizenscan view volunteer job opportunities around the country available at different natural
resource offices.

GeoSpatial On&stop

An intergovernmental project managed by DOI in support of the President's InitiativegforeEnmen,
Geospatial Onétop buildon its partnership with the Federal Geographic Data Committee (FGDC) to

Department of the Interior Page31 of 59 DOI Open Government Plan



http://www.regulations.gov/
http://www.recreation.gov/
http://www.volunteer.gov/gov

DO-

OPEN GOVERNMENT

improve the ability of the publiand government to use
geospatial information to support the business of government —
and facilitate decisiomaking.

State, County and Local Governments

In conjunction with the FGDC and its 19 member Haigency
memberslip established under OM8ircular AL6, Geospatial
OneStop helps impree access to geospatial information:

e Through the Geospatial Off&top portal, )
http://gos2.geodata.gov/ anyone can access geospatial | == | S mmen [N
information from Federal agencies an@@wing Figure 20: GeoSpatial Ortop Screenshor
number of state, local, tribal and private agencies
through one complete and comprehensible portal.

e Building communities around data categories through the efforts of "data stewardship leaders"
and teams to seek out and highlight new and preemingays to utilize geospatial tools.

e In conjunction with FGDC, Geospatial €3tep facilitates standardization and
intergovernmental agreements on standards and interoperability.

WaterSMART{ dza G Ay YR alyl3S 1 YSNHOI Qa wSaz2dz2NOSa
The Bureau oReclamatio(BORhas been working with othefederal, state, regional and local

government agencies with the common goal of drought mitigatidhis is supported by The Secure

2 GSNI ! 06z 6KAOK AyOf dzRSa aS@SK2 a lyR@dddrasont SNI / 2y
/ KIftSy3aS DNIyd tNRINIYIE ¢ KAOKThegitddanite founddaizo t A O |
http://www.usbr.gov/WaterSMART/

a
y

Western States Water Council

The BORrovides fedeal liaison for the Department to the Western States Water Council (WSWC)
(http://www.westgov.org/wswc), whose mission is (1) to accomplish effective cooperation among
western states in the conservation, developm@nd management of water resources; (2) to maintain
vital state prerogatives, while identifying ways to accommodate legitimate federal interests; (3) to
provide a forum for the exchange of views, perspectives, and experiences among member states; and
(4)to provide analysis of federal and state developments in order to assist member states in evaluating
impacts of federal laws and programs and the effectiveness of state laws and policies.

Twitter Earthquake Detection

The United States Geographical Survey (USGS) has devtiepBditter Earthquake DetectioTED)
(http://www.twitter.com/USGSted. This solution is the first Government case study by Twitter 101
this expbratory effort, this tool gathers redlme, earthquakerelated messages from the social
networking site Twitter and applies place, time, and key word filtering to gathetagted accounts of
tremors. This approach provides rapid fistpression narrdves and photos from people at the
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KFETFNRQa f20F0iA2y® ¢ K
for earthquake detection in populated but sparsel
seismicallyinstrumented regions is also being

investigated. —

_ E USGSted

. . . - 6.1 Mag}nitude uakeinthe
Social networking technologies are providing the o b alery TNES reglon:

general public with anecdotal earthquake hazard
information before scientific information has been
published from authoritative sources. People loca
to an event are able to publish informatioma

these technologies within seconds of their P P
occurrence. In contrast, scientific alerts can take Figure 21: USGSted Twitter Feed Screenshot
between 2 to 20 minutes. By adopting and (March 25, 2010)

embracing new technologies and the USGS approaches can augment its earthquake response products
and the delivery bhazard information.

4.2 CHANGES TO INTERNIANAGEMENT AND ADMBNRATIVE POLICIES
TO IMPROVE TRANSPHRE, PARTICIPATIONCACOLLABORATION

The Open Government Directive requires information regarding potential chaoge®rnal

management and administrative policies to imprdaxensparencyparticipation and collaboration.

Although much of what DOI does is bound by existing laws, regulations, policies, and treaties, there may
be opportunities to review existing magament practices and policies to enhance the principles of

open government Achieving a more open government will require the various professional disciplines
within the Government, such as policy, legal, procurement, finance, and technology operagit;ms

work together to define and to develop open government solutions.

t NEGARAY3I GKS Lzt AO gAGK Y2NB AYTF2NNIGAZ2Y | 062 dzi
participation and collaboration of the general public will affect DOI. While DOI is fiorfront in

terms of releasing information to the public and following the principles of open and transparent
government, care needs to be taken in its workings. New technologies provide new opportunities, but
also may present risk to Agencies in emsgiconformance to legal constraints. For examplgencies
shouldbe careful to ensure¢hat use of new tooldike Facebook Twitter, etc, will not violate the

Paperwork Reduction Actany data collected from unofficial voting or from comments may teothe

Act When releasing information to the publidye quality of publicly disseminated informatiomust

conform to certain standardsThe potential release of inaccurate information and data could lzewve
unintended adverseféect onthe public. Ca must also be exercised to protect the rights of those who
interact with theDepartment The terms expressed in the gathering of information must be respected.
Information released in support of open government could be too open. As capabilitietoexist

combine information in new and innovative ways, additional care must be paid to consider the potential
impacts of aggregating seemingly unrelated information. For these reasons DOI is taking a measured
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approach to open government. The Department isntitted to the principles of open government but

is exercising care to reduce the potential for unintended consequences. The experience of the broader
Government community will be invaluable in helping DOI identify where additional exploration makes
sense

Policies such as Web standards and guidance, data releasability guidance, FOIA, etc., may undergo
significant changes when they incorporate elements of Open Governmigstiniportant that policies
evolve to realize the potential of technology for opgovernment The following are brief descriptions

of some policies which may be a@dsed, that would incorporate opemgernment principles as they

are updated in the future:

1. Web Standards and Guidance Policid30l intends taise modern technologysud as the
Internet, to further engage andénform citizensabout theDepartment As DOImplementsopen
governmentprinciplesthrough increased utilization of modern technology, bepartment2 a
Web standards may have to accommodate changes guitielines to facilitate this
transformation. The Departmental Web Standards Handbook (386 DM 3, Handbook) issued by
the DOI CIO, contains Web policies and guidance for implementing and maintaining the Web
presence in the DepartmentThe DOI Web Counbihs also developed a draft guidance
document for the use of Social Media as an official means of communication from DOI.
Increased usage of the Web and Social Media to promote participation, collaboration, and
transparency may expedite the need to upd#itese publications for web standards and
JdzZA Ry OS LRtAOASE (2 Ffft26 F2N) GKS NBFfATIFIGAZY

2. FOIAAhy WI ydzZ- NBE HMI HnndX t NSBAARSY(G hol Yl AaadzsSR
prominent expression of a profound national comm@ny i (2 Sy adz2NAy3 +y 2LISyYy
¢tKS t NBAARSYGQa YSY2NIyRdzy FyR GKS !'Gd2NySe DS
March 19, 2009, do not change the requirements of the statute, but rather how Agencies think
about the FOIA. The Attorney Genleeanphasizes that agencies should adopt a presumption in
favor of disclosure when making FOIA decisions and notheithinformation just because it is
GSOKYAOFffte LISNY¥AGGSR dzyRSNJ GKS oo Ly Wwdz e
guidelinesthe Secretary issued a memorandum to all employees addressing:

e The presumption of openness that the President called foisndanuary 21, 2009,
memorandum
¢ The new standard for defending agencies in FOIA ¢tse$oreseeable harm standard)
e The needto make information available proactively via theernetto achieve
GNF yaLl NByOeé YR (GKS aGySoKEBHNI GRS 2NSFARSPSE N
¢tKS {SONBUOINE YIRS Al OftSFEN GKFG GKS t NBaARSYy
beyond the boundariesf the FOIA. They called upon agencies to aggressively increase
proactive disclosures of information that is of interest to the public, thus vastly increasing
information that is available on the Internet.
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The Department provided training to variouskedh 28 SSa |4 |ttt fS@Sta 2y i
FOIA and Openness/Transparency policies. Additionally, DOI has developed a directive to Heads

of BureaugOffices, which is currently being finalized, that provides additional guidance for
implementingthe Adnyf A A 0 N> A2y Q& LRfAO& NBIFNRAYyI (GKS NB

Strategies for Reducing Backlogs at DOI

As reflected in the FY 2009 FOIA Annual Report, five outlmiirehugOffices had significant

backlogs, i.e., backlogs of 50 or more reques&Y$S 2F 5hLQ&a ol O1f23 Aa Tf
the backlog is due to the fact that natural disasters or other newsworthy events can cause

unforeseen, significant spikes in the number of FOIA requests received(@/Gulfoil spill,

Hurricane Katrina, t status of certain endangered/threatened species, and wild horses and

burros on public lands). This ebb and flow in processing is difficult to predict and mitigate given

GKS KAIKEe RSOSYGNXtAl SR yI (dzNB 2 Fphibahdre®sda 6 dzNB I
that DOI programs and services cover as well as the various regional organizational structures
GAOGKAY SIFOK 0dzNBFdz ONBIFGS FTRRAGAZ2YFE LINRPOSAaaAy

Planned actions for backlog reduction where needed:

e Proactively release information of interest to the publidViake more information available
online in an effort to reduce the need for the public to make FOIA requests.

e Supplement existing resourcegrom FY 2007 to FY 2009, DOI faced an overall 31 percent
decrease in the number of personnel assigned to FOIA. At the same time, the number of
requests received increased by six percent. These factors, and the fact that many requests DOI
receives are complex in nature, point to the need for more resourcessitain
bureaus/offices. Several bureaus/offices have either recently acquired or are in the process of
recruiting or detailing additional futime equivalent personnel (FTEs) and/or contract hires to
assist in processing requests and reducing their lbgsk Other bureaus have requested or are
in the process of requesting additional resources for backlog reduction.

¢ Enhance training for FOIA Staffhe Department plans to enhance its training efforts in FY 2010
to ensure that FOIA personnel receive thaining they need to properly and promptly respond
to any FOIA requests they receive. This includes development of an online cotasier
training (CBT) module which should be launched by the end of FY 2010.

e Improve communication for greater efficiencyRequesters unfamiliar with FOIA or the inner
workings of DOI bureaus and offices may make unintentionally broad requestsounter this,

DOI will enhance efforts to improve communication with FOIA requesters. This includes
working with the requestes to scope or clarify the information being sought to make the
requests more manageable and reduce processing time for the agency while also improving
service to the FOIA community.

Other strategies include:
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¢ DOl will collaborate with the bureaus andioés in determining reasons for individual
backlogs and in identifying remedial actions, as appropriate.

e Some bureaus/offices will conduct weekly quality control checks to ensure that all data
Ay GKS 5SLINIYSydiQa St SO0 nHaediOatinely. ! NI O1 Ay
manner and accurately reflects the status and/or disposition of requests.

e Some bureaus/offices will send automated ticklers to FOIA coordinators and managers
regarding overdue requests and/or employ standardized FOIA search forfasli@mte
responses from program offices.

LY FTRRAGAZ2YS GKS bl A2yl INNBARHK®B & Sovernfmient wS O2 NRa ! R
Information Services approached Ddbid the Office of Collaborative Action and Dispute Respultion

(CADRand encouragethe Departmento pilot with them theuse of alternative dispute resolution

techniques in all phases of FOIA management (from initial request through appbalPepartment is

working with NARA to bring negotiation and mediation related training to BffiZers, public liaisons,

and other DOI employees who have a role in FOIA procesSIRBR and thEOIA program

managementre working togethemternally to assess additional training and support needs to

encourage the use of collaborative problesulving techniques il K S 5 S LJ-apidtodch t BQAA

Progress to dateThe Departmenhas met with four of the five Bureausffizes identified as having

significant backlogs (50 or more requests), to determine the reasons for the backlogs, identify remedial
actions, and review their progress in meeting their individual reduction targets for FY 2010. Although
5hLQa ol énrdlygdaclinéd, somedbureaus have experienced significant spikes in the number of
NEBljdzSaiGa NBOSAOSR RdzsS (2 (GKS .tk5SSLWIFGSNI I 2NAT 2y
t 2t A08 {GFFF A& faz2 Y2yAald2 NRtf@EheiitenDldestdeytedtsdzs Qk 2 F T A
reported in the FY 2009 FOIA annual report and providing guidance as necessary. Additionally, the
Departmenthas encourage@ureaus to proactively post documents of interest to the public, e.g.,

documents related to th&P/Deepwater Horizon oil spill, to facilitate access by the public and improve
transparency. This also eliminates the need to use the FOIA to obtain this informRt@rwill be

deploying its first computebased training module for FOIA processorgtanfull range of current FOIA

policies and procedures in the fall 2010; providing formal training to FOIA personnel/managers in

Washington, DC; and finishing preparations for a formal training session in the West (tentatively

scheduled for this fall). Ehtraining will strengthen DOI compliance with 2007 amendments and the

l RYAYAAUNrGA2Yy Qa3 ChL! khLISY D2OSNYYSYyldk¢NIyaLl NByO
field employees who normally have little or no access to such training.

3. Social Media DOI has rolled out various social media tools to facilitate participation and
collaboration from the general publi®OIl has leveraged a citizen engagement tool to solicit
ideas and comments on its open government approathis has provided DOI wigreat
FSSRolF O]l (2 &4dzLlR2 NI 5hLQa hLISY D2@SNYYSyid tfly
throughout the Department. Youtube, Flickr, Facebook and Twitter are other avenues of
information exchange promoted by DOI as part of its Open Governmesgubllimplcations of
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social media tools are included in sections describing privacy, records management, and
intellectual property.

4. Department of the Interior Acquisition Regulation (DIAR)pen gvernmentmayhave far
NEIF OKAYy3 STFFSOGa 2y cquitdn poliSigsSMYy dhangeandhsdejioricey G Qa |
maybe incorporated in to the DIARwhose role is to implement and supplement the Federal
Acquisition Regulation (FAR), and implement departmental policies.

5. Data ReleasabilityAs part of itpledge for an open and transparentd&partment,DOI continues
to publish datasets to Data.gov. Formal release processes for use across the Department are
being developed to clarify roles and develop a streamlined consistent process that promotes
repeatable results fnm our dataset review and preparation approach. Our releasability process
will be applicable to DOI but also flexible enough to be readily tailored to atjemcies.

6. Accessibility: For Government to be truly open, it must consider the needs of people wit
disabilities The American with Disabilities Act (ADA) and the Rehabilitation Act require that
programs and resources provide comparable access and equivalent communications to people
with disabilities, including alternative methods and formats, unies®uld be an undue
burden. To be fully inclusive, technologies that deliver data and information neeslds b
broadly accessible as feasible. In many ways the increased access to the Government supported
by open government approaches facilitates ascespeople with disabilitiesOpen @vernment
technologiesmayneed to work with the tools and technology that people with disabilities use
such as screen readers, voice recognition, captiand magnification. Program sponsors and
data owners are resptsible for assessing whether elemtic information complies withdeleral
law, regulationsand applicable D(olicies that address accessibility and usabil{rgf. ADA
Title 1ll, Rehabilitation Act, Sections 501, 503, 504, and B8B://www.section508.goy
http://www.ada.gov/cquide.htm49 CFR parts 21, 27
http://business.highbeam.com/436092/articleG1106915914/departmentransportationcfr-
parts-nondiscriminationJN Manila Recommendations,
http://www.un.org/esa/socdev/enable/manilarecom.htriynited Nations Conference on Trade
and Development)

7. Confidentiality: Information source$iave the potential to be combined to reveal confidential
information (such azonfidential business information, personally identifeainformation,
financial information, information that is acquisitiesensitive, securitgensitive, law
enforcement/ investigativesensitive or that could enable the public to circumvent the law).
The government has a responsibility to protect potetyigionfidential information. The
changes open government brings must take this responsibility into consideration.

8. Infrastructure: The Open Government Directive encourages the Federal Government to use
technology to commurmiate and engage with the publidools which may need a scalable and
robust infrastructure A strong foundational base will facilitatery powerful and effective

Department of the Interior Page37 of 59 DOI Open Government Plan



http://www.section508.gov/
http://www.ada.gov/cguide.htm
http://business.highbeam.com/436092/article-1G1-106915914/department-transportation-cfr-parts-nondiscrimination
http://business.highbeam.com/436092/article-1G1-106915914/department-transportation-cfr-parts-nondiscrimination
http://www.un.org/esa/socdev/enable/manilarecom.htm

DOE-

OPEN GOVERNMENT

means to communicate quickly and broadlguch as social med@and helpshare information,
and intera¢ion with colleagies and the publicDOIwill considerusingthesepublicly owned
hosted tools and services in order to reach a wider audience and to facilitate professional
communication and collaborationThe infrastructure needs encompass network connectivity,
bandwidth, data storage and archive or backup, and other related software or hardware
elements. Eachf theseareasmayfind an enhanced role with the roll out of openayernment.

9. Information Collection & Paperwork Reduction Ackgencies are required, when possible, to
use electronic forms and filing to conduct official business with the pglthics policy is
applicable with respect to open government. Tools such as social computing tegi@sotan
be used in many cases to meet this ne@&DI| Web sites must ensure that information collected
from the public minimizes burden and maximizes public utilitie Paperwork Reduction Act
(PRA) covers the collection of data information from thélfu The PRA&urrentlyrequires
OMB approval of all surveys information cotien instruments given to 16r more participants.
This includes any sort of survey where identical questions are given to ten or more participants,
regardless of the formatThe exception to the survey rule is an anonymous submission form
where users can provide open ended comments or suggestions without any sort of Government
guidance on the content.

Intellectual Property:

10. Privacy: In the context of privacy, two primary aae are the Privacy Act and Personally
identifiable information (R). Redaction software can be used to remove sensitive information,
odzi 2yfe GAGK FLILIINBLNARFGS O2yiNRfa (G2 SyadaNB i
avoid collectindg’llexcept & necessary to achieve program purposes and must not publicly
display PII. A Privacy Impact Assessment (PIA) is required for any IT system that will contain PII.
A System of Records Notice (SORN) is required for any-paped or IT system of records tha
will contain PII if the record will be regularly retrieved by name or personal identifier.

11. Quality: The public places a high degree of trust in government content and considers it an
authoritative source Under the Information Quality Act and associguidelines, agencies are
required to maximize the quality, objectivity, utility, and integrity of information and services
provided to the public Consistent with the principles of OMB Circulam& 0 = al yIF 3SYSy (i Q:
Responsibility for Internal Control, @acollected by the Department for statistical, financial,
programmatic or other purposes shall be subjected to standardized data quality assurance and
internal control practices to ensure its integrity and accuracgen&ies must reasonably ensure
suitable information and service quality consistent with the level of importance of the
information. Reasonable steps include 1) clearly identifying the benefits and limitations
inherent in the information dissemination product (e.g., possibility of errorgre of
reliability, and validity), and 2) taking reasonable steps to remove the limitations inherent in the
product or information produced.

Some important aspects of information quality DOl may incorporate are as follows:
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1. Management must ensure that tie S LJ- NIi poStigrii<yéflected in all communications
ral KSNJ GKIFYy 2yS LISNE2YQa 2LAYA2Y D

2. Each data collection and maintenance protocol shall be documented and routinely
evaluated and assessed to ensure its compliance with laws and regulations andothet p
adequate controls are in place and functional.

3. The quality of publicly disseminated information is subject to extensive scrutiny and public
use.

4. The potential release of inaccurate information and data could have significant adverse
affect on consmers and erode public confidence in DOI. Currently, internal controls are
utilized to ensure the integrity of financial and programmatic data.

5. Existing information quality controls, processes and guidelines need to be
updated/expanded and aligned with opgovernment initiatives and all other information
dissemination activities. Data quality standards, measures and clearance processes should
be included to ensure DOI's current and future dissemination of consistent, high quality and
high value informatia and data.

12. Records ManagementVhile following a policy of openness and transparettoy Federal
Records Actegulations and Departmental policy and guidangevernthe proper
management and archiivg of recordsthroughout the records life cycleDOI users, working
with the DepartmentalRecorddManager andureau Records Officers, wikktermine the most
appropriate methods to capture and retain records on both government servers and
technologies hosted on neRederal hosts TheNARAoffers resouces and guidance tAgencies
to ensure proper records managemenrdditionally, records retention policies must be
followed regarding any records released from DOI.

The Departmental Records Office within the OCIO has contracted for development of an
entemprisewide electronic Records Management process. In addition, the Departmental
Records Office is exploring ways to simplify the overall taxonomy of records schedules at the
Department, with the goal of making it much easier to understand the organizaficecords
systems at DOI. These two initiatives are expected to greatly facilitate and support openness,
transparency, and the ability to collaborate with regard to DOI information.

13. Security:All Federal agencies are required by law to ensure theiydiess are secure. DOI will
consider all existing laws, regulations and policies in regards to new approaches to open
government to mitigate against the unintentional increase of risk without due consideration of
the impacts Security aspects that shoulg: considered while implementing an open
government policy include

1. Ensure that new systems are certified and accredited and meet the regulations set forth by
Federal Information Security Management Act (FISMA) and National Institute of Standards
and Techology (NIST) standards.

2. Any DOisponsored application not hosted on a Bfhtrolled server must be evaluated
according to DOI Security Categorization instructions to assess the ramifications of a
potential security breach of that servicélon-DOI serves hosting DOI services may be
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required to attain certification and authentication to verify that content is adequately
protected.

3. Bureausshould strive to host all services and applications on ".gov" domains.

4. Applications must not allow the insertion ofalicious code through attachments of any
kind.

5. Blog content submitted by individuals other than the blog author must be limited to text.
Twaoway blogs must incorporate a character limit for comment forms to prevent text
dumping, and other security safegls must be active to prevent activities that might
threaten Bureaul T resourcesBlogcommentes are not allowed to attach files of any kind
to their comments.

14. Terms of Service/ Terms of Us€erms of Service (TOS) and Terms of Use (TOU) establish the
agreement between the provider and the Government for Web 2.0 tool hdany provider
terms of service agreements are not acceptable for Government use unless modified
Government has negotiated common TOS with many, but not all Web 2.0 providers wken
common terms have been negotiated, legal and CIO review must be obtained prior to use to
ensure DOI policies and guidelines are not nullified or superseded by the TOS. ord Qate,
DOl has signed TOS agreements with YouTube, Flickr and Facebook

15. Availability to Persons With Limited English Proficien&xecutive Order 13166 requires that
agencies provide appropriate access to persons with limited English profici€heyscope of
GKA&a NBIJdZANBYSYyild SyO2YLI aaSaRIEOIKBERESA ©f 2! Y@
agencydoes in communicating and collaborating wititizensfalls under the reach of the
mandate Under this Executive Order, agencies must determine how much information they
need to provide in other languages based oraaeessment of customer needd0I views its
responsibility in this area to apply to opgovernmentrelated initiatives as well as more

traditional approaches.

DOI and thébureausare responsible for satisfying all policy requirements related to content

that they provide to a thireparty site; however, they cannot control and are thus not

responsible foother content on that site If the failure of the thirdparty site to satisfyhe
requirements of Executive Order 13166 or any other law or regulation discussed here presents
an obstacle for the site user to the DOIRureaucontent thatcontent must be offered on the

DOI orBureauprimary website in a fully compliant manner.

16. Avaiability of Information and Access to Persomathout Internet AccessAgencies are

required to provide members of the public who do not hanternet connectivity with timely

and equitable access to information, for example, by providing hard copiepaiftseand forms.

For the most part, using electronic medium as an exclusive channel for information distribution
would prevent users withouinternet access from receiving such informatidn addition, some
social media services require high spaeitrnet access and high bandwidth to be effectively
used, which may not be available in rural areas or may be unafford®otgyrams must simply
make alternative, norelectronic forms of information dissemination available upon request

DOI serves a very brdalemographic in terms of geography and access to robust infrastructure
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and in regard to access to technology capabilities. The approaches to open government
employed by théDepartmentseek to augment access.

4.3 ENHANCING THE ROIEERUBLIC FEEDBAGR AATION, AND
COLLABORATION IN RH8SION AREAS

While DOI currently has many efforts that encompass elements of transparency, collaboration, and
participation, increasing these open government principles throughout DOI is at the foundation of this
plan. Esuring public feedback is effectively managed and key mission areas include open government
elements are primary focus areas.

4.3.1 Public Feedback Workflow Process

Since its launch on February 5, 2010 until March 19, 2010, DOI received 91 ideas, 1,74hdd63,
comments onvww.openinterior.ideascale.comThe comments spanned a variety of topics and many of
the comments offered useful suggestions for increasing transparency of specific DOI programs. The
comments were considered in the development of this plan and shared with the organization as a
whole.

a4 5hLQa hLISYy D2@SNYyYSyid tftty S@2ft@dSas (GKS 5SLI NI
engagement tools to foster public feedback and participation on areas of importance to citizens. As part

of this process DOI Is considering the lesseamed from this process to identify potential new

features to further enhance the effectiveness of these new approaches. A key area for future

development is improving the mechanism for efficiently routing the good ideas that come from these

tools to pogram leaders who can consider them. A new workflow will help ensure that ideas and

suggestions are routed to the rightireau,office, and/orprogram. A key part of this procelssing

considered is tanclude guidelines for how public feedback is imtggd into the dayto-day work of DOI

and our Programs. The workflamaybemadel @1 Af I 6f S 2y 5hLQa ¢SoaArasS az
how the Department handles their feedback.
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Figure 22: Notional Public Feedback Workflow

4.3.2 Enhancing Public Feback inSecretary PriorityAreas

¢CKS AGSNIGAGS yIFidz2NBE 2F 5hLQa hLISY D2@SNYYSyd tftt
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engagement tod to facilitate public involvement. The following section highlights a few of the main

examples of how DOI will increase opportunities for public participation in and feedback on the
DepartmenRd O2NB YAaairzy |OGAGAGASaAD

Climate Change
AsoneoftheS&B i NE Q& (2L)J LINA2NARGASAS 5hL KIFI&a Ylyeée STF2
hNBFYATAYy3 GKS GFad AYyF2NXNIGA2Yy a2d2NOSa LINRRddzOSR

Open Government Flagship Initiative. This initiative will utilize proveimigues and innovative uses of
tools to help catalog the information to promote discover, understanding and use of this valuable

AMENT.OF 5

e \\]!f,lié‘g;
é Department of the Interior Page42 of 59 DOI Open Government Plan

























































































































